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Regulatory oversight of the use of digital
technology 1n nuclear power plant safety

BY JOHN A. GROBE AND To support the changes to digital 1&C that

are occurring at operating plants and in new
plant designs, the NRC is updating its regulatory
infrastructure and processes and is working with
the industry to effect a smooth transition.

construction and operating licenses (COL)
for 26 new nuclear power reactors in the
past couple of years. Designers of new
plants are using digital I&C systems and
video display units in highly integrated con-
trol rooms to provide modern control sys-
tems. Properly implemented, these new sys-
tems have the potential to increase the
safety and reliability of nuclear power
plants.

To support these changes, the NRC is
updating its regulatory infrastructure and
processes and is developing plans for fur-
ther collaboration with the industry on ad-
ditional research into digital I&C system
performance and characteristics to keep
pace with advances in the technology.
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STEVEN A. ARNDT
UCLEAR POWER PLANT opera-
tors rely on instrumentation and

N control (I&C) systems to monitor

and control plant equipment. These sys-
tems, in conjunction with the associated
human-system interfaces (HSI), are essen-
tial to ensuring the safe and efficient oper-
ation of the plant. All of the 104 operating
nuclear power plants in the United States
were designed and built using pre-1980s
analog I&C technology, with minimal ap-
plication of digital technology. Since the
last of these plants were built, significant

advances have been made in computer-
based [&C systems and HSIs.

In recent years, U.S. nuclear plant oper-
ators have upgraded many nonsafety ana-
log 1&C systems with digital technology.
As the maintenance of safety-related ana-
log I&C systems has become more chal-
lenging (primarily due to the obsolescence
of equipment), and the reliability and effi-
ciency of digital I&C systems have contin-
ued to improve, U.S. nuclear plant opera-
tors have initiated design changes to replace
safety-related analog 1&C systems with
digital technology, and they are currently in
the process of seeking approval from the
Nuclear Regulatory Commission to up-
grade these systems. In addition, the NRC
has received 17 applications for combined
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The regulatory perspective on digital systems

BY PETER B. LYONS

s digital systems become more and

more ubiquitous, replacing aging
analog systems, they will play an ever-in-
creasing role in the protection and control
systems of both existing and future nu-
clear power plant designs. I have no doubt
that current and future digital technology
will have multiple applications—improv-
ing, for example, the effectiveness of hu-
man-machine interfaces, the precision by
which plants can monitor and control re-
actor parameters to maintain safety, and
the ability to diagnose and predict plant
equipment failures. As a nuclear regula-
tor, the Nuclear Regulatory Commission
must make judgments on the suitability of
individual applications of this technolo-
gy. We must also strive to promulgate the
basis for our judgments, as well as pro-
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vide information addressing the chal-
lenges that have been encountered by the
NRC and others, so that lessons learned
the hard way need not be repeated, espe-
cially at the cost of safety.

As demonstrated in the consumer elec-
tronics arena, advancements in digital
technology are happening almost contin-
uously. The protection and control sys-
tems in nuclear power plants, however,
cannot tolerate the uncertainties caused
by these rapid advances. Reactor design-
ers in general, and digital safety and 1&C
system designers in particular, must begin
with the end goal of safety, which recog-
nizes that fundamental regulatory princi-
ples must be satisfied. These include ad-
equate defense-in-depth based, in part, on
independent means to satisfy each safety
function. The goal to keep the “safe” in
digital safety system design is absolute
and must be met. To achieve this, we must
find appropriate ways to apply the con-
cepts of redundancy, diversity, and inde-
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pendence with digital system designs.

In order for any advancement in digital
technology to be a success, designers, re-
searchers, and regulators need to be sys-
tematic, methodical, and thorough in
identifying and cataloging all of the ways
that digital systems can fail. Security must
also be considered, so that systems can-
not be inappropriately accessed or modi-
fied. To be able to fully realize the poten-
tial benefits of this technology while
maintaining safety, protection, and con-
trol, systems must be designed as an inte-
gral part of the overall plant design.

The nuclear community needs to share
these insights broadly, deriving them from
design work as well as from our collec-
tive operating experience. As a regulator,
the NRC will continue to improve the
clarity and usefulness of regulatory re-
quirements and standards for digital tech-
nology and will find better ways to eval-
uate these new designs, which will surely
continue to evolve.
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Early actions

In November 2006, the NRC staff, along
with representatives from the nuclear in-
dustry, briefed the NRC commissioners on
the status of efforts to incorporate digital
1&C technology and modern HSI into op-
erating and future nuclear power plants.
Following this briefing, the commissioners
concluded that there was a need to improve
the NRC’s regulatory guidance and proce-
dures to facilitate a more predictable and ef-
ficient design and licensing process. This
would meet the nuclear industry’s need to
retrofit aging analog systems at operating
nuclear power facilities as well as design
new nuclear power plants and fuel cycle fa-
cilities using safety-related digital 1&C sys-
tems.

In January 2007, the NRC established the
Digital Instrumentation and Controls Steer-
ing Committee, made up of key NRC exec-
utives responsible for ensuring the safety
and security of operating reactors, new re-
actors, and fuel cycle facilities and for im-
plementing the NRC’s regulatory research
program. The committee was created to
provide management focus across NRC or-
ganizational boundaries, develop a more
predictable and efficient regulatory process,
interface with the industry, and facilitate the
resolution of strategic, regulatory, and tech-
nical challenges. The industry established a
parallel group of executives to coordinate
its efforts and to interface with NRC staff.

Digital 1&C
Steering Committes

Challenges and the path forward
While the NRC’s current regulatory in-

frastructure, including regulations, regula-

tory guidance, and licensing procedures,

has been successfully used for the review

and approval of digital I&C systems, the

NRC staff, with input from the industry,

identified seven key areas where improve-

ment in regulatory guidance and processes

could result in improved clarity and pre-

dictability. To address these areas, the steer-

ing committee formed the following Task

Working Groups (TWG):

B TWG 1-Cyber Security.

B TWG 2-Diversity and Defense-in-

Depth.

B TWG 3-Risk-Informed Digital I&C.

B TWG 4-Highly Integrated Control

Room-Communications.

B TWG 5-Highly Integrated Control

Room-Human Factors.

B TWG 6-Licensing Process.

B TWG 7-Fuel Cycle Facilities.

The TWGs are composed of NRC staff
members from the relevant NRC offices to
address issues in each area. Each TWG was
responsible for defining areas needing im-
provement and developing solutions to ad-
dress them. The TWGs interacted with the
public and the industry to identify specific
problem statements in each key area. In to-
tal, 25 problem statements were incorpo-
rated into an integrated NRC Digital In-
strumentation and Control Project Plan,

1&C and Human Factors Special Section

Revision 2 of which was issued on Decem-
ber 9, 2008 (available through the NRC’s
ADAMS database using accession number
ML083440345). In each area, the plan con-
tains background information, detailed
problem statements, near-term and long-
term milestones, and assignments to address
the problem statements in each key area.

The steering committee developed a
process to provide timely guidance to ad-
dress each problem statement. Each step in
the process includes substantial interaction
with industry and the public through public
meetings to discuss technical issues and
proposed resolutions to the problem state-
ments. More than 100 public meetings have
been conducted by the steering committee
and the TWGs over the past two years.

The steering committee determined that
Interim Staff Guidance (ISG) documents
would be issued to address the problem
statements, and would subsequently be in-
corporated into the NRC’s regulatory infra-
structure, which includes regulations, the
Standard Review Plan, Branch Technical
Positions, Regulatory Guides, reports, and
industry consensus standards. Each ISG de-
scribes one acceptable approach for each
specific problem area and represents the
“fast lane” for NRC review. Acceptable al-
ternatives may also exist, and the NRC
would consider proposed alternative ap-
proaches that are adequately supported by a
complete technical basis.

Diversity and Defense-In-Depth

Fisk-Informed Digital 1&C

Highly-Integrated Contral Room - Communications

Highly-Integrated Confrol Room — Human Factors

Licensing Frocess |saues

Fuel Cycle Faciliies

Digital 1&C Project/Steering Committee structure
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A conventional analog control room in a nuclear power plant (Photo: NRC)

The ISGs are being provided in draft
form for industry and public comment and
are then being issued as final following ap-
propriate TWG consideration of the com-
ments. The development and issuance of
the formal regulatory infrastructure docu-
ments will follow well-defined and -under-
stood formal public processes. Although
TWG 7 was to address technical and pro-
cess issues for using digital technology at
fuel cycle facilities, the remainder of this
article will focus on the work of TWGs 1
through 6 in addressing those same issues
at operating and new nuclear power reactor
facilities.

Technical issues

Following significant NRC staff and in-
dustry effort over the past two years, TWGs
1 through 5 have developed and issued ISGs
addressing all of the technical problem
statements associated with power reactors.
These ISGs are being used in ongoing NRC
staff reviews of facility and vendor appli-
cations for the use of digital technology and
have improved the predictability and con-
sistency of the reviews.

TWG 1 provided clarification on ac-
ceptable methods for meeting NRC cyber
security requirements. An acceptable cyber
security program to protect safety-related
digital systems from internal and external
cyber attack is described in NRC Regula-
tory Guide 1.152, Revision 2, and in draft
Revision 2 of NEI 04-04. TWG 1 issued an
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ISG (ADAMS ML072980159) that clari-
fies one acceptable method for meeting
NRC cyber security requirements, includ-
ing draft NEI 04-04, Revision 2 (ADAMS
MLO073461212), and a cross-correlation
table between the guidance in Regulatory
Guide 1.152, Revision 2, and draft NEI 04-
04, Revision 2 (ADAMS ML072980164).

TWG 2 provided clarification of staff
guidance in NRC Branch Technical Position
7-19 regarding diversity and defense-in-
depth. TWG 2 developed an ISG (ADAMS
ML072540118) that addresses system char-
acteristics that comprise adequate diversity
and sufficient defense-in-depth, criteria for
crediting the use of operator manual actions
as a defensive measure, system- or compo-
nent-level actuation of equipment when
manual actuation is used as a defensive mea-
sure, the effects and applicability of com-
mon-cause failures, echelons of defense,
and whether common-cause failures are
classified as single failures in design basis
evaluations. The ISG provides several al-
ternatives for designers to use to meet the
diversity and defense-in-depth guidance.
Various domestic and international operat-
ing experiences were reviewed to ensure
that the guidance would provide an ade-
quate level of safety.

Pursuant to 10CFR52, new nuclear pow-
er reactors are required to include a de-
scription of the design-specific probabilis-
tic risk assessment (PRA) and its results in
the design certification or COL application.
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TWG 3 developed an ISG (ADAMS
MLO080570048) describing the characteris-
tics of a PRA for safety-related digital I&C
systems, which NRC staff will evaluate dur-
ing the review of the application.

TWG 4 determined that refinements were
needed in NRC guidance for highly inte-
grated digital control rooms regarding ade-
quate communications independence be-
tween digital systems. Additional guidance
was needed on communications between
safety divisions, and between safety and
nonsafety I&C; command prioritization be-
tween safety and nonsafety commands; de-
sign of multidivisional control and display
stations; and digital system network con-
figuration. TWG 4 developed an ISG
(ADAMS MLO072540138) that provides
one acceptable method for addressing these
communication issues.

TWG 5 addressed human factors issues
within highly integrated digital control
rooms. The HSI concerns include the mini-
mum inventory of alarms, controls, and dis-
plays needed to implement emergency oper-
ating procedures; the use of computerized
procedures and soft controls; a graded ap-
proach to human factors issues; and criteria
for evaluating operator manual actions as a
defensive measure in lieu of a diverse auto-
matic actuation system. TWG 5 developed
an ISG (ADAMS ML082740440) that pro-
vides enhanced guidance on one acceptable
method to address these HSI issues.

Continued
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A control room of the future, with digital I&C (Photo: Westinghouse Electric Company)

The NRC staff is using the ISGs to ad-
dress the technical issues in ongoing re-
views, and the feedback from licensees and
staff who have worked with the ISGs has
been positive. The NRC staff will continue
to refine the guidance based on experience
and will incorporate the guidance into for-
mal regulatory documents.

Refining the licensing process

TWG 6 is working to provide a clear de-
scription of the NRC licensing review
process for digital modifications to safety
systems in operating plants and of the level
of detail needed in a license application. Li-
censees will be able to use this ISG when
planning a license amendment request. The
guidance will identify the documentation
needs and methods, as well as the timing of
various aspects of the NRC staff’s review,
thereby reducing regulatory uncertainty and
improving efficiency in preparing the appli-
cation and in the review process. The staff is
taking advantage of the lessons being learned
from the digital I&C reactor protection sys-
tem and/or engineered safety features actu-
ation systems retrofit applications currently
under review for the Oconee and Wolf Creek
facilities. The NRC staff is engaged in fre-
quent public meetings to solicit licensee and
public comments in order to complete this
guidance. The current goal is to complete the
draft licensing process ISG in May.
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Moving forward

Although the NRC staff has been able to
improve regulatory guidance in a number
of areas, additional work is being under-
taken in several other areas.

Further progress can be made in defining
adequate diversity attributes, such as fault
tolerance, to address common-cause failure
susceptibilities. Also, further understanding
of digital system failure modes and devel-
opment of PRA methodologies can facili-
tate risk-informed licensing decisions. The
NRC’s Office of Nuclear Regulatory Re-
search is developing a memorandum of un-
derstanding with the Electric Power Re-
search Institute to collaborate on additional
research activities and develop the techni-
cal basis for further refinement of regulato-
ry guidance in these areas.

To support continued improvement in the
NRC’s regulatory guidance and staff review
process, the commission is actively working
with international regulatory counterparts
and key stakeholders to address high-priori-
ty issues in a timely manner. One example is
digital aspects of the Multi-national Design
Evaluation Program (MDEP), an initiative to
develop innovative approaches and to lever-
age the resources and knowledge of other
regulatory authorities with experience in spe-
cific new reactor designs and technical areas.
The NRC staff has been participating in the
MDERP new reactor design-specific working
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groups, and an NRC manager chairs the
MDERP digital 1&C working group.

In addition, the Office of Nuclear Reactor
Regulation has determined that clarifications
may be necessary regarding the application
of regulations involving control of the li-
censing basis (10CFR50.59) and implemen-
tation of the maintenance rule (10CFR50.65)
once digital I&C modifications have been im-
plemented at operating reactors. It may also
be necessary to refine the NRC baseline in-
spection program and the significance deter-
mination process to address digital modifi-
cations. The Office of New Reactors has also
noted that additional guidance is needed on
the appropriate level of detail to be provided
in design acceptance criteria for digital sys-
tems in design certifications for new reactors.

The NRC staff, working closely with the
industry and the public, has refined its reg-
ulatory guidance to address a number of
technical issues associated with safety-
related applications of digital I&C technol-
ogy. This has resulted in a more predictable
and efficient regulatory review of applica-
tions for digital I&C system modifications
at operating reactors and new reactor design
certification and COL applications. The
NRC continues to collaborate with the in-
dustry and the public to resolve further is-
sues associated with the application of dig-
ital technology at operating and new nuclear
power plants. W
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