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Il Key Points

« Some aspects of licensing novel reactor designs correspond in part to aspects of the decisions
made by the United States National Aeronautics and Space Administration (NASA) in
managing the risks of novel space systems. Recent work at NASA in this area contains ideas
that may be useful in the reactor arena.

« By promoting a particular kind of focused discussion between acquirers and providers, the use
of assurance cases should be particularly valuable, especially under the new acquisition
model, in which NASA sometimes obtains systems from outside suppliers rather than
developing them in-house.

* In principle, objectives-driven (including “performance-based”) approaches to assurance of
performance have significant advantages in cases where they are applicable.

« For truly novel systems, completeness of the safety analysis is a significant issue; it is
important for the assurance case to include a commitment by the provider (or applicant) to
seriously pursue analysis of operating experience, so that previously unrecognized hazards
can be identified and addressed.

* Inquiries into major accidents often point to deficiencies in management oversight in all parts of
the life cycle; management processes need to be addressed in the formulation and in the

implementation of an assurance case.




Jll Accidents that (among others) have shaped the
development of safety case regimes 1: Piper Alpha

* Piper Alpha
—Piper Alpha was an offshore oil rig in the North Sea that suffered
a catastrophic explosion and fire in 1988 with a large loss of life.

At the time of the accident, Piper Alpha was not under a safety-
case regime.

—The Cullen inquiry into the accident described numerous
deficiencies in design and operation, and recommended a safety-
case ap[r)]roach. Subsequent legislation imposed a safety-case
approach.

—Cullen, speaking 25 years later:

* “And as | dug down to the background of what happened, |
discovered it was not just a matter of technical or human
failure. As is often the case, such failures are indicators of
underlying weaknesses in management of safety.”
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Il Accidents that (among others) have shaped the
development of safety case regimes 2: Nimrod

Nimrod XV230 was a Royal Air Force aircraft that suffered a fire during a mission in Afghanistan in 2006, leading to
the deaths of all aboard (14 lives lost). Nimrod had a safety case, but according to the Haddon-Cave inquiry:

Loss of XVV230 avoidable

9. The Nimrod Safety Case was drawn up between 2001 and 2005 by BAE Systems (Phases 1 and 2) and the MOD
Nimrod Integrated Project Team (Third Phase), with QinetiQ acting as independent advisor. The Nimrod Safety Case
represented the best opportunity to capture the serious design flaws in the Nimrod which had lain dormant for years.
If the Nimrod Safety Case had been drawn up with proper skill, care and attention, the catastrophic fire risks to the
Nimrod MR2 fleet presented by the Cross-Feed/SCP duct and the Air-to-Air Refuelling modification would have been
identified and dealt with, and the loss of XV230 in September 2006 would have been avoided.

Lamentable job

10. Unfortunately, the Nimrod Safety Case was a lamentable job from start to finish. It was riddled with errors. It
missed the key dangers. Its production is a story of incompetence, complacency, and cynicism. The best opportunity
to prevent the accident to XV230 was, tragically, lost. (Chapters 10A and 10B)

General malaise

11. The Nimrod Safety Case process was fatally undermined by a general malaise: a widespread assumption by
those involved that the Nimrod was ‘safe anyway’ (because it had successfully flown for 30 years) and the task of
drawing up the Safety Case became essentially a paperwork and ‘tickbox’ exercise. (Chapter 11)
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Relationship between Fundamental NASA Mission Objectives and
Fundamental Safety and Mission Success (S&MS) Objectives

CONOP:
CONcept of
OPerations

Capability
to Achieve CONOP while satisfying
constraints (like Human Rating)
and protect at-risk entities

Safety/Reliability

1 1 Of Functions / Systems
M ISSIon selected to accomplish
T CONOP

Fundamental Mission Objectives
* Mission Technical Objectives
» Safety of At-Risk Entities

—
— -
p—

Fundamental S&MS Objectives
Adequate Likelihood of Achieving Mission
Technical Objectives (e.g., P(LOM) limits)
Adequate Safety of At-Risk Entities (e.g., P(LOC)
limits)

LOM: Loss Of Mission
LOC: Loss Of Crew

Supporting Means Objectives/Strategies
S&MS-Related Technical Requirements
= (Fault tolerances, abort systems, ...)
* S&MS-Related Process Requirements
= (QA,RM,..)
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The "W-Engine" for S&MS assurance in a given life cycle phase.
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What the Assurance Case Should Include in order to support
- that decision:

Mission hazards are well understood; the response of the system to hazardous

Mission S&MS performance is adequately events/faults/failures is well characterized; and mishap consequences and likelihoods are
understood. adequately defined, at a level of detail commensurate with the current level of mission/system
definition. Risk-significant uncertainties in any of the above are identified and characterized.

The boundaries and assumptions within which | The boundaries and assumptions within which acceptable mission S&MS performance is to be
S&MS performance is evaluated are achieved are defined, including the concept of operations, system definition, environmental stress
understood. limits, operational limits, system condition, extent of personnel training, etc.

The Provider’'s S&MS-related management processes and controls (e.g., risk management,
quality, software assurance, configuration management) are compliant with all levied and agreed-
upon S&MS-related process standards; S&MS is managed holistically as an integrated part of a
Effective S&MS-related management management system that includes other mission execution domains (e.g., cost, schedule); audits
processes and controls are in place. and reports indicate a robust safety culture; systems are in place to effectively identify and
manage emerging risks (e.g., precursors); processes for post-flight data review and lessons
Iearngd ?re eftective; risk acceptance procedures are adequately formalized and technically
sound; etc.

o - Assessed S&MS performance provides adequate confidence that minimum tolerable levels of
Mission S&MS performance meets (or is S&MS performance will be met, considering the work to be done (e.g., S&MS-related technology

I)%rﬁﬁgssig? é%‘meseé)erpfg}i&n:rzgetolerable levels nd1aturfati(<j)n, hazard control development) and accounting for all hazards, including those not yet
identified.

o : - System/mission definition decisions have been risk-informed, involving adequate trade studies and
gg?g'gg %fg;%ﬁggorgraag%%%gz X\VS'I,IA\bRe )AS the prioritization of safety in decision-making, with documented rationales; plans and processes
y are In place to ensure future decisions are ASARP.

Mission complies with all Acquirer-levied
S&MS-related requirements

Per defined verification protocols.

S&MS: Safety and Mission Success

ASARP: As Safe as Reasonably Practicable IDAHO NATIONAL LABORATORY
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Jl Summary (1 of 2)

« NASA's Office of Safety and Mission Assurance is working to develop and
implement an approach to assurance of Safety and Mission Success (S&MS) that
makes essential use of Assurance Cases and of management processes
intended to provide greater assurance of success in the development process
itself.

 This has been occasioned in part by fundamental changes in NASA’s acquisition
model, in which major developments that would have been carried out in-house
will now be carried out by commercial providers.

- Under these conditions, real effort is needed to assure that Providers and
Acquirers have a detailed common understanding of what will be done, based on
a considered objectives hierarchy, a carefully formulated plan of work in each
phase, and assurance at the end of the phase that the work has successfully
followed the plan.

* The objectives-driven framework discussed here is meant to promote successful
development and deployment with more assurance than is to be had from

applying the existing piecemeal prescriptive requirements.



Jll Summary (2 of 2)

 Within this framework, certain topics suggest themselves for consideration in the context of
licensing novel reactor technologies:

1. The “Assurance Case” idea:

« Some countries have long since made extensive use of the Assurance Case idea in
many areas; it has been applied less widely in the US but is presently emerging in the
context of reactor licensing (e.g., the Licensing Modernization Project*). The concept of
an objectives-driven assurance case is very relevant to development and permitting of a
truly novel technology.

« Completeness of our technical understanding is a real issue for a truly novel technology,
and the assurance case framework promotes thoughtful consideration by all parties
iInvolved.

2. Having the “case” artifact is not enough.

3. Learning from experience: Another important consideration for truly novel technologies is a
considered and ongoing process for learning from experience. Some form of this has been
ongoing for many years, but not necessarily with an optimal emphasis.
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